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Multi-factor
Authentication

A user guide to setting up your
account with Authy



What is Multi-Factor
Authentication (MFA)?

- Multi-Factor Authentication (MFA) is an additional method of verification to
the traditional username and password you currently use to login In-Form

- Itis an additional layer of security to help protect your data
- Itis a method you might already be using (i.e.: Online Banking login).

« Once MFA enabled, all users will only be able to login to In-Form using any
of the authentication methods

* No Client or personal information will be stored on

the phone used for MFA .



What is changing?

« To enable MFA you will need either your phone or desktop
app to verify your login

« Verification must be via an app linked to their In-Form
username (either on a smartphone, or desktop)



Setting up Authy - third
party authenticator

1. MFA permission assigned (this will be done by System
Administrator)

Mobile

2. Log out of In-Form (When you next login you will be
prompted to use a secondary authentication method)

3. Download the Authy desktop app from the Authy
website: https://authy.com/download/

Select the download option that fits your organisation

in-form.org.uk



https://authy.com/download/

Setting up Authy - third

party authenticator

4. Follow the instructions on the Authy
app to set up your Authy account.

Note: You will need to provide a phone
number but this does not have to be a
mobile number. You will also have to select
the country identifier for the number, this is
likely to be United Kingdon (+44).

® Twilio Authy Desktop — X

Authy Desktop Edit Window Help

Hi there,

To get started, login or create an Authy
account with your phone number.

* Country code -+ Phone number

e
I

By logging in or creating an account, you acknowledge
that you read the Privacy Notice.




Setting up Authy - third
party authenticator

5. After the number is entered you will; have
to verify this number via either a
WhatsApp message, SMS or phone call.

If you select WhatsApp you will receive a
WhatsApp message with a code. If you select
SMS then you will receive a SMS text
message with a code. If you select phone call
then your phone will ring and an automated

Authy Desktop Edit Window Help

< Back

©

Verify your account

Select one of the following methods to verify
your account:

{ @ Receive WhatsApp message

{ (=] Receive SMS message

Q. Receive call

voice will tell you the code.



Setting up Authy - third
party authenticator

o

SMS message sent

Enter the verification code we sent to & = o=

6. Once you have selected an option SRR
you need to enter the code into the
verification box. ‘ H H H

You are now ready to open Salesforce.

< Use a different verification method

in-form.org.uk



Setting up Authy - third
party authenticator

2

Connect Salesforce Authenticator

For security reasons, you have to connect Salesforce
Authenticator to your account. The app sends a
notification when we need to verify your identity, and

you verify with just a tap. You can also enable location

7_ Open your In—Form Iogin page and services to have the app verify you automatically from

trusted locations. The app provides codes to use as an

enter your username and password to

1. Download Salesforce Authenticator from the App

Iog I n . Store or Google Play and install it on your mobile

device.
2. Open the app and tap to add your account.
3. The app shows you a unique two-word phrase. Enter

You will be prompted to connect to e
the Salesforce Authenticator.

Cancel

You need to select ‘Choose Another

Verification Method’ located at the
bottom of the window.




Setting up Authy - third
party authenticator

QAUTHY

Choose a Verification Method

8. Select ‘Use verification codes from S —
an authenticator app’.



Setting up Authy - third
party authenticator

salesforce
QAUTHY .

Connect an Authenticator App

9. You will be shown a QR code that can be
scanned on your mobile.

Authy is a desktop app so select 'I Can't
Scan the QR Code' at the bottom of the
window,

k
e QR
r Veri



Setting up Authy - third
party authenticator

QAUTHY

Connect an Authenticator App

10. You Wi” then be Shown a key that needs On your mobile device, go to the authenticator app and

enter this key.

to b e CO p i ed a n d pa Sted i nto t h e Aut hy Some versions of Salesforce Authenticator don't

support manual key entry. Use a different app, or

contact your Salesforce administrator for help.
app.

Key

MUP7KHCSNGAIAYS5KB6Y2HXHFNUETD3Y5

You can manually copy this if you are
more comfortable with that.

in-form.org.uk




Setting up Authy - third
party authenticator

Twilio Authy
Authy Desktop  Edit indow Help
_ o EEE _!_

11. In Authy, select the + icon in the top
right corner of the app.




Setting up Authy - third

party authenticator

12. Paste the Key from step 10 into
the field and select ‘Add
Account’.

Authy Desktop Edit Window Help

€— Add Account

You can add Authenticator accounts such as
Gmail, Facebook, Dropbox and many more using
Twilio Authy. For the time being it is not possible
to scan QR codes, but you can add accounts by
entering the code provided by the service in
which you want to enable 2FA.

Enter Code given by the website

Add Account

fr) > &

Tokens Requests Settings

in-form.org.uk




Setting up Authy - third
party authenticator

Authy Desktop Edit Window Help

€— Account Name and Logo
@ A U T H Y In-Form

'.’ Rackspace

Q RelatelQ
13. Enter a name for the account (such as & sesonce Y
'In-Form') and select Salesforce from the
list below. Then select 'Save’ to finalise e
the account connection. 7Y snapchat
s Stripe

Token length® @ 6-digit O 7-digit O 8-digit

(¥ & ©

Tokens Requests Settings

in-form.org.uk




Setting up Authy - third
party authenticator

Twilio Authy
Authy Desktop  Edit indow Help
_ o EE _!_

14. Authy will then show you a code

and a timer for how long that code 993 270

is valid. This is what you need as

In-Form

the secondary verification for In- Changes in (24 Seconds e
Form.
&
8 o &
Tok Requests S g

in-form.org.uk



Setting up Authy - third
party authenticator

15. Go back to your In-Form login screen
and enter the verification code from
Authy. Select connect and you should
have access to In-Form.

Note: Be aware of the time limits on
the Authy codes and ensure there is
enough time left with the code you
are using.

salesforce

Connect an Authenticator App

On your mobile device, go to the authenticator app and
enter this key.

Some versions of Salesforce Authenticator don't
support manual key entry. Use a different app, or
contact your Salesforce administrator for help.

Key

MUP7KHCSNGAIAYSKBEY2HXHFNUETD3YS

Now enter the verification code your app displays.

Verification Code

993270



What haptpens if you cannot access
your app for validating your identity?

i1 4 n
| can't access my app

Email your Key Contact or our Support

Service Setup Assistant
I Multi-Factor Authentication Assistant
tea t e Ca Create a te Orar eeeeeeeeeeeee
I I l 7 l I I I l Lightning Experience Transition
Assistant || RecsiveApprovalRequestEmaits  Only f am an a
®e . Federaonc . Extension
New Salesforce Mobile App QuickStart P ———
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o Lightning Usage App Registration: Salestorce P ekl
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¥ Additional Information

You will receive an email with a code
valid for a specific period of time for you
to access your In-Form account




The complete
and solution.

www.in-form.org.uk

inform.sales@homelesslink.org.uk

In_FormUK

In-Form

Raise a case from your In-Form system

@000
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