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Multi-factor
Authentication

A user guide to setting up your account
with WinAuth



What is Multi-Factor
Authentication (MFA)?

- Multi-Factor Authentication (MFA) is an additional method of verification to
the traditional username and password you currently use to login In-Form

- Itis an additional layer of security to help protect your data
- Itis a method you might already be using (i.e.: Online Banking login).

« Once MFA enabled, all users will only be able to login to In-Form using any
of the authentication methods

* No Client or personal information will be stored on

the phone used for MFA .



What is changing?

« To enable MFA you will need either your phone or desktop
app to verify your login

« Verification must be via an app linked to their In-Form
username (either on a smartphone, or desktop)



Setting up WinAuth -
third party authenticator

© WinAuth

Portable open-source Authenticator for Windows

1. MFA permission is assigned (this will be done by the
System Administrator).

Download

2. Log out of In-Form (When you next login you will be WinAuth Version 3.5
p rom pte d to use a seconda I‘y authentication method ) . wemasiaemen
3. Download the WinAuth desktop app from the WinAuth ST
We b S |te * Install Instructions

https://winauth.github.io/winauth/download.html



https://winauth.github.io/winauth/download.html

Setting up WinAuth -
third party authenticator

4. Navigate to the file that is downloaded and right click
on the file.

5~ Pin to Quick access

<7 Pin to Start

77 Add to Favourites

5. Select ‘Extract All..." in the options menu.

/2 Properties

<8 Always keep on this device
& Free up space

OneDrive
S Share with Skype

f7 Show more options

in-form.org.uk




Setting up WinAuth -
third party authenticator

< 4= Extract Compressed (Zipped) Folders

Select a Destination and Extract Files

6. Choose where to extract the file to. If it hasn’t already
please select the ‘Browse’ button and choose the
Desktop.

7. Select ‘Extract’ at the bottom of the window.




Setting up WinAuth -
third party authenticator

8. The extracted folder should open automatically. If
not navigate to the folder and openit.

9. Drag the WinAuth icon onto your desktop.

10. Open the WinAuth app.

in-form.org.uk



Setting up WinAuth -
third party authenticator 8

Connect Salesforce Authenticator

11. Open your In-Form login page and enter your o sty rons o b o cannact Sl

Authenticator to your account. The app sends a

username and password to Iogin_ notification when we need to verify your identity, and

you verify with just a tap. You can also enable location
services to have the app verify you automatically from
trusted locations. The app provides codes to use as an
alternate verification method.

You will be prompted to connect to the Salesforce e
Auth e nti Cato r_ Zz‘llri:eoeroogle Play and install it on your mobile

2. Open the app and tap to add your account.
3. The app shows you a unique two-word phrase. Enter

the phrase below.

You need to select ‘Choose Another Verification
Method’ located at the bottom of the window.

Cancel Connec t

Choose Another Verification Method

in-form.org.uk




Setting up WinAuth -
third party authenticator .
salesforce

12. Select ‘Use verification codes from an Choose a Verification Method

a uth e nti Cato r a p p ! . How would you like to verify your identity?

O  Use the Salesforce Authenticator mobile app

@ Use verification codes from an authenticator app

Continue



Setting up WinAuth -
third party authenticator

13.You will be shown a QR code that can be scanned
on your mobile.

WinAuth is a desktop app so select 'I Can't Scan
the QR Code' at the bottom of the window.

salesforce

Connect an Authenticator App

Choose Another Verification Method

in-form.org.uk



Setting up WinAuth -
third party authenticator

14. You will then be shown a key that needs to be
copied and pasted into the WinAuth app.

You can manually copy this if you are more
comfortable with that.

salesforce

Connect an Authenticator App

On your mobile device, go to the authenticator app and
enter this key.

Some versions of Salesforce Authenticator don't
support manual key entry. Use a different app, or
contact your Salesforce administrator for help.

Key

MUP7KHCSNGAIAYSKBEY2HXHFNUETD3YS

Now enter the verification code your app displays.

Verification Code

BaCk



Setting up WinAuth -
third party authenticator

WinAuth
15. Select the ‘Add’ button in WinAuth.

Click the "Add" button to create or import your authenticator

Add |ﬁ‘ Authenticator Q

16.1n the resulting options menu select Authenticator. G Googie

B Microsoft
4 Battle.Net
~2  Guild Wars 2
l Glyph / Trion
Steam

= Import...




Setting up WinAuth -
third party authenticator

17. Change the ‘Name’ field to In-Form.

18. Paste or type the secret key from step 14 into the
first text field.

19. Ensure ‘Time-based’ is selected .
20. Select the "Verify Authenticator’ button.

21. Make a note of the code that is generated at the
bottom of the screen. Note: Be aware of the time
limits on the code and ensure there is enough time
left with the code you are using.

Add Authenticator

Name: In-Form

1. Enter the Secret Code for your authenticator. Spaces don't matter. |f
you have a3 QR code, you can paste the URL of the image instead.

FRAWECUPYUQHDHP2BVQWA45CIXT5KDTS Decode

2. Choose if this is 3 time-based or a counter-based authenticator £
you don't know its likely time-based, so just leave the default choice.

® Time-based Counter-based
3. Click the Verify button to check the first code.
Verify Authenticator
4. Verify the following code matches your service.

881626



Setting up WinAuth -
third party authenticator

22. Go back to your In-Form login screen and enter
the verification code from WinAuth.

23.Select the ‘Connect’ button at the bottom of the
screen and you should have access to In-Form.

salesforce

Connect an Authenticator App

On your mobile device, go to the authenticator app and
enter this key.

Some versions of Salesforce Authenticator don't
support manual key entry. Use a different app, or

contact your Salesforce administrator for help.

Key

MUP7KHCSNGAIAYSKBEY2HXHFNUETD3YS

Now enter the verification code your app displays.

Verification Code

993270




Setting up WinAuth -
third party authenticator

23. Go back to WinAuth and select the ‘OK’ button at
the bottom of the window.

Add Authenticator

Name: In-Form

1. Enter the Secret Code for your authenticator. Spaces don't matter. |f
you have a3 QR code, you can paste the URL of the image instead.

FRAWECUPYUQHDHP2BVQWA45CIXT5KDTS Decode

2. Choose if this iz 3 time-bazed or 3 counter-based authenticator If
you don't know its likely time-based, so just leave the default choice.

®) Time-based _) Counter-based
3. Click the Verify button to check the first code.
Verify Authenticator
4. Verify the following code matches your service.

881626

in-form.org.uk




Setting up WinAuth -
third party authenticator

Protection

Select how you would like to protect your authenticators. Using a password is strongly recommended, otherwise your
data could be read and stolen by malware running on your computer.

W] Protect with my own password
Your authenticators will be encrypted using your own password and you will need to enter your password to open
WinAuth. Your authenticators will be inaccessible if you forget your password and you do not have a backup.

24.Select 'Protect with my own password’.

Password

Verify

Additionally, you can protect and encrypt your data using the bullt-in Windows account encryption. [his will lock your
authenticators to this computer or user so they cannot be opened even if the files are copied. You MUST turn this off if
you are geoing to reformat your disk, re-install Windows or delete this user accourt.

25.Enter a password. Note: please make sure you
can remember your password. The password
cannot be recovered if you forget it.

[] Encrypt to only be useable on this computer

And only by the current user on this computer

[] Lock with a YubiKey

26.Select the ‘OK’ button at the bottom of the
window.

0K Cancel




Setting up WinAuth -
third party authenticator

27.You should be shown a code for your In-Form
account.

28.To ensure the code generates automatically
right-click on In-Form and in the resulting options
menu select ‘Auto Refresh’.




Setting up WinAuth -
third party authenticator

29.The code should now auto generate. The timer

icon on the right shows you how much longer the WinAuth
code is valid for. In-Form
!} 798 930

Add




N form

eeeeeeeeeeee

Using WinAuth



Using WinAuth -
third party authenticator

1. When you want to log into In-Form open the
WinAuth app first. You will be prompted to enter
the password you entered in step 25. WinAuth

Password

in-form.org.uk



Using WinAuth -
third party authenticator

salesforce

2. Log into In-Form with your username and Verify Your Identity
password. You will be asked to enter a
Ve rifi cati O n CO d e . Salesforce account is secure, we have to verify your

identity.

You're trying to Log In to Salesforce. To make sure your

Use the authenticator app on your mobile device to
generate a verification code.

ennis.stanton_tf2018.03syanjlk761@homelesslink.org.uk

Verification Code




Using WinAuth -
third party authenticator

3. In WinAuth, right-click on the code and in the
resulting options menu select ‘Copy Code’.

4. Paste this code into the verification field in
In-Form and select ‘Verify'.

5. You should now have successfully logged in!

WinAuth

<

Add

In-Form

744 67




What haptpens if you cannot access
your app for validating your identity?

i1 4 n
| can't access my app

Email your Key Contact or our Support

Service Setup Assistant
I Multi-Factor Authentication Assistant
tea t e Ca Create a te Orar eeeeeeeeeeeee
I I l 7 l I I I l Lightning Experience Transition
Assistant || RecsiveApprovalRequestEmaits  Only f am an a
®e . Federaonc . Extension
New Salesforce Mobile App QuickStart P ———
or
o Lightning Usage App Registration: Salestorce P ekl
poator
Optimizer Socurity Koy (UZF) 4 Emall Encoding  Unicade (UTF-8)
T e iy
AAAAAAAAAAAAAA .
Toom Waation Gods (Expires. =
porey Vi S % @ o

VVVVVV
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¥ Additional Information

You will receive an email with a code
valid for a specific period of time for you
to access your In-Form account




The complete
and solution.

www.in-form.org.uk

inform.sales@homelesslink.org.uk

In_FormUK

In-Form

Raise a case from your In-Form system

@000
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